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Terrorism threat to high street shops in the UK

- Itis highlylikely that terrorist actors would have the intent to conduct attacks against high street shops in
the UK due to the high footfall and publicly accessible nature of high street shops in the UK.

- Itis highly likely that any terrorist attack conducted against a high street shop in the UK would be conducted
by anindividual or small cell using a low sophistication methodology e.g., Bladed or Blunt Force Weapons,
Vehicle asa Weapon, or Fire as a Weapon.

- Thereisarealistic possibility that terrorist actors in the UK could have the capability to conduct a high-
sophistication attack at high street shops in the UK. E.g., Improvised Explosive Devices (IEDs), Person Borne
Improvised Explosive Devices, or Firearms attack. The complex nature of plotting a high-sophistication
terrorist attack makes it highly likely that there will be greater opportunity for UK police and security services
todisrupt potential attacks.

- The high footfall on high streets in the UK almost certainly provides an attractive target for indiscriminate
terrorist attacks. As such, it is likely that any terrorist attack against a high street shop would be conducted
by an Islamist inspired individual due to the ideologically driven intent to conduct indiscriminate attacks
against members of the public in the UK.

Location based threats to high street shops in the UK

- Itislikely that thereisa heightened terrorist threat to high street shops in major cities and those in proximity
toiconic sites and/or major transport hubs. There is a realistic possibility that high street shops located in
proximity to iconic sites and/or busy public spaces could be impacted by a Marauding Terrorist Attack in
proximity to their site.

- Thereisarealistic possibility that terrorist actors in the UK could seek to conduct an attack against high
street shops that are located in smaller towns and cities in the UK due to the lack of other suitable targets
inthe nearby area.

Previous terrorist incidents related to high street shops in the UK and overseas

- Terrorist actors have previously demonstrated the intent and capability to conduct attacks in proximity to high
street shopsin the UK, including:

- 2020 London; An Islamist terrorist conducted a Bladed Weapons attack against members of the pulblic on
Streatham high street in South London. Two individuals were injured.!

- 2019 London; An Islamist terrorist was given a life sentence for plotting a terrorist attack against Oxford Street
in London. The individual was convicted of plotting to conduct a Vehicle asa Weapon and Vehicle-Borne
Improvised Explosive Device attack against members of the public?

- 1983 London; The Irish Republican Army (IRA) detonated a bomb in a side street in proximity to Harrods in
Knightsbridge. There were six fatalities, including three police officers, and 75 others were injured.?

- Terrorist actors in the UK have previously demonstrated the intent and capability to conduct attacks in
proximity to high street shops globally, including:

- 2022 US; An Extreme Right-Wing terrorist was sentenced to life in prison for conducting a Firearms attack
against individuals at a supermarket in Buffalo, New York. The media reported that the terrorist had posted
documents online in which he said he hoped the attack would preserve white power in the US#

- December 2016 Berlin; An Islamist terrorist conducted a Vehicle as a Weapon attack against a Christmas
market in Berlin, Germany. There were 12 fatalities and over 70 people were injured.®

- May 2014 China; Islamist terrorists conducted a complex high-sophistication attack against civilians at
a busy street market. The perpetrators conducted a Vehicle as a Weapon attack while throwing IEDs at
surrounding civilians. There were 31 fatalities and roughly 90 people were wounded ®

Other potential threats to high street shops in the UK

- Itis highly likely that there would be a heightened threat to high street shops at peak times and during
festive periods e.g., high streets have a higher footfall around Christmas or during major sales events such
as Black Friday or the Boxing Day Sales. It is almost certain that the large crowds that gather for such major
sales events would be an attractive target for terrorist actors in the UK.

- Itisalmost certain that the publicly accessible nature of high street shops in the UK would allow any
individual with the intent to conduct terrorist attacks against, or in proximity to, high street shops to conduct
regular hostile reconnaissance undetected and have a good awareness of any security mitigations in place
atany given site. Continued
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- Thereisa realistic possibility that the nature of any high street shop could impact the terrorism threat to -

that site. For example, whilst there has not been a declared terrorist attack related to incel ideology in the
UK, there is a realistic possibility that individuals who adhere to an incel ideology could seek to conduct
attacks against high street shops that cater specifically to women.

- Although itis highly unlikely that any such event would be designated as terrorism, there is a realistic
possibility that Non-Violent Direct Action protest groups could have the intent to stage protests across
high streetsin the UK.

- Thereisarealistic possibility that there could be a heightened threat to high street shops associated with
a specific minority cormmunity. For example, an Extreme Right-Wing terrorist could have the intent to
conduct an attack against a Middle Eastern restaurant or shop.

- Thereisarealistic possibility that staffemployed at high street shops could pose an insider threat to high
streetsin the UK, including:

- Third party security staff and/or in-house staff could enable terrorist actors in the UK to access a major
high street shop with malicious items by allowing such individuals to bypass any security mitigationsin
place at that site.

- Third party vendors and/or in-house staff could exploit vehicular access routes to the site available to
suppliersto bring in high-sophistication attack methodologies or to advance low-sophistication
attack capabilities.

- Directly employed staff could grant terrorist actors access to monitored and/or restricted substances
and itemsin particular shops, bypassing applicable restrictions on the purchase of certain materials.
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Disclaimer

The contents of this document including any opinions are for information purposes only and for your own use. None of the contents
should be construed as the provision of advice. The information should not be relied on and no duty of care is owed to you by Pool Re
Solutions Limited (“PReS").

Although PReS, its group companies, agents and staff (together the PReS Entities) have taken reasonable care that the information
contained in thisdocument is accurate at the time of this document, no representation or warranty (including liability towards third
parties), expressed or implied, is made (or accepted) as to its accuracy or completeness or fitness for any purpose by the PReS Entities.
The information should not be relied on and no duty of care is owed to you by any PReS Entity. The PReS Entities have no obligation to
update the information contained in this document or notify you of any such updates or provide any additional information which may
be relevant to the information contained in this document. Under no circumstances will the PReS Entities be liable for any direct,
indirect, incidental, special or consequential loss or damage caused by reliance on or use of this information.

You should consider and assess any matters or information contained in this document independently or seek individual advice from
a professional before taking any action in connection with the contents of this document.

Unless otherwise expressly stated, all contents included in this document are confidential and should not be shared without the express
written permission of PReS.

Where we include or provide a link to a third party’'s content, we do so because we believe in good faith that such content contains or
may contain material which is relevant. The inclusion does not signify that we have reviewed or approved such third-party content and
if you follow any link off this document, you do so at your own risk.

By accepting a copy of this document, you will be deemed to have agreed that you have read and agree to be bound by the above
limitations and conditions.

The terms and conditions of thislegal notice shall be governed by and construed in accordance with the laws of England and Wales.
You agree that any dispute or action at law or in equity arising out of or relating to these terms or any use of the document shall be
commenced only in the English courts and you hereby consent and submit to the personal jurisdiction of such courts for the purposes
of any such dispute or action.”
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