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Summary

What is the role of non-state
cyber groups in the Russia-
Ukraine conflict and the
implications of their actions at
home and abroad?

P()()]'_lfe @ Monthly Threat Update December 2022

SOLUTIONS

Terrorism-related charges and convictions
have increased in November 2022,
returning to the levels observed in the
first quarter of 2022. Pool Re Solutions
assesses the latest open source and UK
government data to suggest what trends
we are likely to see in 2023. Read our
analysis below.

We bring you the most up-to-date,
significant, terrorism-related news,
focusing on advanced market countries:

- The majority of convicted terrorists
iNn Britain are radicalised online,
study suggests.

- The number of far-right extremist
InMates in Britain rises to highest
ever level.

- Lockerbie bombing suspect is
remanded in US custody.

- The arrest of 25 individuals accused
of plotting to overthrow the German
government.

- Islamic State supporters pledge
allegiance to new leader.




Cyber and Ukraine:
Hacktivist attacks
on both sides raise
some difficult

_ - 4 i Pool Re foreword
Cyber a nd U kra i ne: R s Although it is unlikely that cyber has been a decisive
o . SR g B i component of the Russian invasion of Ukraine, the conflict
H a th|V| st atta Cks has seen significant involvement by non-state cyber
o o actors, on both sides, including hacktivists, concerned
on bOth SldeS raise citizens and even cyber criminaI?. On one side, various
- N groups have expressed support for Russia and conducted
some d |ff ICU It : cyber operations against Ukrainian and Western interests.
T Yk In response, entities such asthe IT Army of Ukraine, which appears to

q U eStI 0 nS have no formal status within the Ukrainian state, have launched cyber-
' attacks against Russian targets including banks and other civilian

infrastructure.

It is likely that the practical impact of these attacks has been low;
however, they are raising a number of questions around the legal status
of different cyber actors and the threshold at which such activities might
be defined as acts of terrorism.

Conrad Prince, Pool Re's senior cyber adviser, explores the role of non-
state groups in the Russia-Ukraine conflict and the implications of their
actions at home and abroad.

Introduction

Russia's illegal war on Ukraine to the invasion, there has not
continues to dominate the been any kind of ‘cybergeddon’.
headlines with little sign of a If anything, the war has

positive resolution any time soon. demonstrated the primacy of

It is a brutal conflict, with high traditional kinetic capabilities in
military and civilian casualties and an armed conflict. But while cyber
terrible physical destruction. has not been militarily decisive, it

has been notable for the extent to

. While there has been plenty of which non-state cyber actors have
by Conrad Prince Russian state cyber activity linked become involved on both sides.

More
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Cyber and Ukraine: Hacktivist attacks on both sides raise some difficult questions (continued)

Non-state cyber actors in the
Ukraine war

Ukraine has seen the widespread
iNnvolvement of both hacktivist and
cyber-crime groups rallying to one
or other side in the conflict.

Early inthe war, Conti, arguably
the leading criminal ransomware
group at the time, publicly came
out in support of Russia. The group
subsequently splintered as pro-
Ukrainian members of the gang
broke away and large volumes of
information about the group was
leaked online.

The hacker group Killnet has also
expressed support for Russia,
‘declaring war' on 10 countries. It
has been linked to DDoS attacks
(distributed denial of service
operations flooding welbsites with
traffic to bring them down) on
130 government and commercial
websites in Lithuania,? attacks on
Italy;> and on multiple

US institutions including
websites of airports and various
government organisations

The criminal group Trickbot has
apparently switched its attention

to Ukraine on a level not previously
seen, reportedly launching attacks
against government and critical
infrastructure, and launching
Mass phishing operations against
Ukrainian civilians?

However, non-state cyber attacks
are not limited to supporters of
Russia. Ukraine has also seen a
widespread mobilisation of non-
state cyber actors carrying out
attacks on its behalf. Shortly
after the invasion, the Ukrainian
government announced the
formation of the IT Army’ of
Ukraine, calling on Ukrainian
civilian IT experts to conduct
cyber operations against Russia
on behalfofthe state. The
Government went on to direct
the volunteer hackersto launch a
cyber attack on the welbsite of the
Moscow Stock Exchange®

The IT Army has reportedly
attracted several hundred
thousand followers and has
continued to conduct operations
against Russian targets, both
governmental and civilian
entities (such as banks). The
Ukrainian Government claims
that thousands of Russian online

resources have been affected by
Ukrainian hackers.”

Other groups have also rallied to
the Ukrainian cause. The hacktivist
group Anonymous has been a
prominent supporter, claiming
mMultiple cyber operations against
Russian interests. And in advance
of the invasion a Belorussian
dissident group dubbed the

Cyber Partisans claimed to

have successfully launched a
ransomware attack against the
Belorussian railway system, aiming
to hamper the transport of Russian
troops to Ukraine.

There are indications of active
support for Ukrainian non-state
cyber operations elsewhere in
Europe, including from cyber
companies based in Estoniaand

a Ukrainian IT company that has
relocated to Portugal. This may just
be the tip of the iceberg. Itis not
easy to develop accurate statistics
on this sort of cyber activity, but one
institution mMonitoring the conflict
has concluded that over 60% of the
cyber operations observed in the
conflict have been launched by
hacktivist groups.2

More
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Cyber and Ukraine: Hacktivist attacks on both sides raise some difficult questions (continued)

The real-world impact of these
cyber operations is generally
limited. Despite the melodramatic
rhetoric of some perpetrators,

the majority of successful attacks
cause No more than short-term
disruption. In many waysthe
IMmpact is much more significant in
propaganda and perception terms,
rather than in practical reality.

What are the implications?

There are, though, some broader
implications from this profusion

of non-state cyber activity. There

Is nothing new about shadowy
Russian hacktivists launching
politically-motivated attacks on
foreign states, going as far back as
the extensive 2007 denial of service
attacks on Estonia’?

But the potential of cybercriminals
using ransomware to target
perceived opponents of Russia feels
more concerning than some DDoS
attacks—given the damage done
by recent ransomware attacks
against critical infrastructure
targets such as Colonial Pipeline©
iNnthe US and the Irish healthcare
system.n

Moreover, there are some
indications that the Russian state
has generally sought to avoid
escalating the conflict beyond
Ukraine. However, hacktivist or
criminal groups politically aligned
to Russia may feel no such restraint
and be much more willing to
target the West, with potentially
escalatory consequences.

Meanwhile, the hackers rallying to
support Ukraine raise their own set
of issues. The IT Army of Ukraine
appears to have no official status
—itisnota military formation, nor
an official civilian government
entity. Itisa loose grouping of
what are in effect hacktivists -

but hacktivists that have been
mobilised by the state, and, at least
iIN the conflict's very early days,
directed by it. And they are carrying
out disruptive cyber-attacks
against a foreign state, including
targeting civilian infrastructure and
organisations that are not subject
to any international sanctions.
Arguably these actions raise several
legal issues and potentially go
against internationally agreed
norms of behaviour in cyberspace.
Sowhat should the West's

response be, however much it may
applaud the aims of these groups?

Furthermore, there is evidence
that some of this activity is being
conducted from within the EU.?
Isit right that member states
should tolerate hacktivist cyber-
attacks being launched from
their territory that may well be
unlawful and contrary to agreed
international norms? And if
Western nations are seen to tacitly
support Ukrainian hacktivist
attacks on Russian civilian
iNnfrastructure, including banks
and other businesses, does that
risk encouraging and legitimising
Russian hacktivist attacks on the
equivalent Western institutions?

Finally, this also raises some
INnteresting questions around
terrorism. Non-state groups are
carrying out politically motivated
disruptive and potentially
destructive acts (albeit with little
Impact so far), which it could
certainly be argued are designed
to influence and intimidate.
Should such acts get to the point
of achieving serious effect there
IS probably a question of whether

they could be defined as terrorism,
with all that that entails.

There are deep waters here. It

may be that this proliferation

and evolution of non-state cyber-
attacks for political ends, with the
challenging legal, political and
ethical guestions it brings, isone of
the more significant aspects of the
cyber conflict around Ukraine.

About the author:

Conrad Prince is Pool Re's senior
adviser on cyber and terrorism. He is

a Distinguished Fellow at the leading
defence and security think tank, the
Royal United Services Institute, and also
advises a range of companies on cyber
strategy. He spent most of a thirty year
career in public service at GCHQ, the
UK's cyber intelligence and security
agency. He was deputy head of the
agency for seven years. Following that
he was the UK Government’s first Cyber
Security Ambassador, helping overseas
governments develop their national
cyber strategies and capabilities.

Pool Re SOLUTIONS
Threat Level
Government advice



Cyberand Ukraine: UK Terrorism UK: Majority of UK: Number of UK: Lockerbie GERMANY: 25 WORLD: Islamic References Pool Re SOLUTIONS
Hacktivist attacks Offence Data: convicted terrorists  far-right extremist bombing suspect individuals arrested  State supporters Threat Level
on both sides raise December Update areradicalised InMates rises to in US custody for plotting to pledge allegiance Government advice
some difficult online highest ever level overthrow the to new leader

government

UK Terrorism Offence Data:

by Becca Stewart Pool Re Threat Analyst

Key Points

10 individuals were charged or
sentenced inthe UK in relation to
terrorist activity in November 2022, a
sharp increase in comparison to the
previous three months.

- The number of charges and

sentences in November 2022 marks
areturntothe level of terrorist
related legal cases observed in the
first quarter of 2022. It is unlikely that
represents an overall increase in the

terrorist threat to the UK. Instead

it is likely that Novemloer presents
an outlieramongst the lower rates
of terrorism-related legal activity
observed throughout the year.

- Inthefirst half of December the

level of cases has dropped with two
charges at present (14 December
2022). Thisis consistent with the low
number of terrorism-related legal
activity observed in December 2021.

Insight into November's cases

A Derbyshire teenager, Daniel Harris,
was convicted for encouraging
terrorism through extreme right-
wing videos he posted online. The
videos reportedly glorified white
supremacist murderersand called
foran armed insurrection. He was
also convicted for possession of a

3D printer with the intentto use it to

mManufacture 3D printed weapons for

terrorist purposes.

December Update

There s a realistic possibility that
Harris could also be extradited to
the US for inspiring a mass shooting
in Buffalo, New York. Payton
Gendron Killed 10 black people in
a supermarket in Buffaloin May
2022, an incident which Harris
celebrated in a video posted hours
after the attack. Gendron included
screenshots in his manifesto of
Harris's videos calling for genocide
against people of colour,

and had previously commmented
on one of Harris's videos.

This case demonstratesthe

intent of radicalised individuals to
mManufacture 3D printed weapons
in the UK for terrorist purposes. It is
likely that there would be further
attempts to construct similar
weaponsin 2023 as extremists
attempt to circumvent restrictions
surrounding firearms, explosive
precursors and other weaponry.

The number of individuals charged, convicted or sentenced regarding

Number of people charged, convicted

_ : Number of people charged, convicted
or sentenced for terrorism offencesin

terrorist activity

10 —

‘ Charged .Convicted

August

September

Source: Pool Re internal database

.Sentenced

October November

November 2022

or sentenced for terrorism offences in

October 2022

@ railing to comply with a notice in a
national security case

@ Dissemination of a terrorist publication
@ Terrorist fundraising

‘ Engaging in conduct in preparation
for terrorism

@ Encouraging terrorism

. Possession of material for terrorist
purposes

. Collection of information useful to
a terrorist

@ Possession of a terrorist publication

Note:

Several individuals in both months were involved
with more than one offence so appear on the
diagram multiple times.

More
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UK Terrorism Offence Data: December Update (continued)

Home Office quarterly Counter
Terrorism statistics

In December 2022, the Home
Officeissued its updated Counter
terrorism statistics for the year ended
September 2022.

Key statistics drawn from the
reporting include.

- The 190 total arrests in the year
ended September 2022 remains
consistent with the previous
12 months.

- 16% of arrests were individuals
aged 17 and under, the highest
proportion of children arrested
for terrorismin a 12-month period
on record. A heightened level
of young people arrested for
terrorism was seen consistently
throughout 2022, this trend is likely
to continue into 2023.

- Dissemination of terrorist
publications remains the most
prominent terrorism-related
charge. The majority of charges
are related to the distribution
of propaganda via messaging,
through social media and on
online forums.

- The number of Islamist extremists

in custody in Great Britain has
remained stable in recent years;
however, the number of individuals
In custody for right-wing
extremism increased by 35% in

the year ended Septemlber 2022.

- Itislikely that the trend of
Increasing numbers of extreme
right-wing convictions would
continue in 2023.

- This might not necessarily mean
the amount of extreme right-
wing terrorist activity would
be significantly increased,
instead this would highly likely
be the result of greater police
and public resource being
allocated to understand and
mMitigate the threat from right
wing extremism. In essence — if
more resource is allocated to
uncovering threats, the likelihood
of uncovering a greater number
of threats would increase.

- The increase in far-right
convictions has reinforced the call
for concern regarding right-wing
extremism by the MI5 Director
General and the UK Minister for

Security and Borders over the
past 12 months.

- Thisdata is consistent with g
recent study regarding the
high volume of British people
being radicalised towards
online terrorism in the online
environment. More can be read
about this study in the news
roundup below,

WORLD: Islamic
State supporters
pledge allegiance
to new leader
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News Roundup

by Oliver Hair Pool Re Junior Threat Analyst

UK: Majority of convicted terrorists are radicalised online

A recent study by the Ministry

of Justice has found that the
majority of convicted terrorists in
Britain were radicalised online.®
The study examined official risk
assessments of every convicted
terrorist in prison since 2010.
From 2019-21,92% of those
convicted were radicalised wholly
or in part online. The study

also revealed that 42% of those
radicalised online between 2010
and 2021 had significant mental
health issues, neurodivergence
and/or personality disorder.
Autism Spectrum Condition
(ASC) and depression were the
most common conditions found
amongst those radicalised
primarily online.

For those primarily radicalised
online, the most common type
of plots included the use of
Improvised explosive devices
(IEDs, 65%), bladed weapons
(24%), or Vehicle as a Weapon
(12%). Their plots, however, were
found less likely to succeed.

This challenges previous
assessments that internet
radicalisation has enabled
terrorist actors to evade the
security services and police.
Instead, it is likely that the online
traces of threat actors make it
more difficult for individuals to
progress in attack planning by
providing greater opportunity for
disruption by police or security
services.” It is highly likely that
the internet will remain the
primary mode of radicalisation
for terrorist actors in Britain;
however, the number of those
who would turn to violence
remains uncertain.
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News Roundup (continued)

UK: Number of far-right
extremist Inmates rises
to highest ever level

New Home Office figures reveal

that there were 190 counter terrorism
related arrests in the year

to September 2022 and the number
of far-right extremist in prison has
risen to its highest ever level®

In the same period, the proportion

of terrorist inmates holding Islamist-
extremist views has fallen to its lowest
level on record” While MI5 Director
General Ken McCallum revealed last
month that Islamist-extremism still
accounts for roughly three-quarters
of the security agency's caseload,

he also warned that extreme right-
wing terrorism is “here to stay" ® It is
therefore assessed as likely that far-
right extremist related convictions
will continue to rise in the near to
medium-term. The figures also reveal
that under-18's currently account for
16% of all arrested terror suspects; a
3% increase on the previousyear.® Itis
highly likely that children and young
adultswill remain at risk of being
radicalised online in the near future,
particularly from far-right ideologies.

December 1988: Some of the wreckage of Pan Am Flight 103 after it crashed onto the town
of Lockerbie in Scotland, on 21st December 1988. Photo by Bryn Colton/Getty Images

UK: Lockerbie
bombing suspect in
US custody

A Libyan man alleged to have built
the bomb which destroyed Pan

Am flight 103 over Lockerbie in 1988
has been remanded in US custody,
Scottish authorities have reported.°
The bomb Killed all 259 passengers
and crew on board, while another
TTwere Kkilled on the ground by the
wreckage. It remains the deadliest
terrorist attack to have ever taken
place on British soil ' The suspect,
Abi Agila Musad, was named in 2020
by the US Department of Justice as
the man who had constructed the
bomb.?? The suspect was reportedly
Colonel Gaddafi's chief bomb-
mMaker and ordered to fly to Malta in
December 1988 to prepare the device.
Five years ago, Musad reportedly
confessed to being involved inthe
plot to blow up the flight whilst
serving a prison sentence in Libya?
He isdue to face a detention hearing
later in December.
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GERMANY: 25 individuals arrested for plotting to overthrow the government

On 07 December, twenty-five
people were arrested in Germany

on suspicion of plotting to
overthrow the government.

The group allegedly planned to
storm parliament and seize power
by “military means and violence
against state representatives”
Aristocrat, Heinrich Xl Prinz Reuss,
was allegedly the leader of the

plot and had been planning the
coup since November 20212

Itis likely that the group's affiliates
number far higher than the 25
individuals currently in custody and
that further arrests will be made

in the near future .2 Those arrested
include members of the right-

wing Reichsburger movement,

a judge, and a celebrity chef.
Aserving member of the German
Special Forceswas also arrested,
illustrating the threat posed by right-
wing extremism within the armed
forces and by those with access to
weapons and military expertise. As
the UK government’s intelligence
watchdog has recently warned, there
Is a realistic possibility that right-wing
extremistsin the UKwould seek to

infiltrate the military because of
their interest in and capability to
access weapons.?’

The plot illustrates the growing
threat posed by far-right radicalism
throughout advanced market
countries. Germany has seen several
violent attacks linked to the far

right and struggled with a wave of
home-grown extremism in recent
years. In 2020, a 43-year-old far-right
extremist killed nine people in attacks
on two shisha bars in Hanau, a city

in western Germany.22 Outside of
Germany, recent attacks in Dover,
UKand Slovakia have shown the
continued threat posed by right-
wing extremism in the UK and wider
Europe. Extreme right-wing actors
have previously demonstrated the
intent and capability to conduct
attacks inthe UKand it is likely that
this will continue to be a heightened
threat in the next 12 months. It

is highly likely that individuals

will remain at risk of becoming
radicalised by similar ideologies
online as the lasting effects of
lockdown, the cost-of-living crisis, and
immigration crisis continue to be felt.

e W

Police officers work during a raid in Berlin, Germany, on Decemlber 07, 2022.
Photo by Abdulhamid Hosbas/Anadolu Agency via Getty Images
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WORLD: Islamic State supporters pledge allegiance to new leader

Several Islamic State (IS) supporters
and fighters pledged allegiance to
their new leader last month following
an announcement of the death of
“Caliph” Abu al-Hasan al-Hashimi al-
Qurashi. The group later announced
his successor, Aby al-Husayn al-
Husayni al-Qurashi, through a
propaganda campaign reportedly
to show the group's strength. It is
reported that the group's former
leader was killed in an operation
carried out by rebels of the Free
Syrian Army in southern Syria in mid-
October. ISemerged out of the civil
war in lrag and grew to control large
areas of Irag and Syriain 2014. The
majority of the group’s control was
broughttoanendinlragin 2017 and
Syriain 2019

Itis likely that the death of IS
second leader in ayear comes at

a challenging time for the group.
Whilst the group has demonstrated
the intent and capability to conduct
sporadic attacks in Afghanistan and
parts of Syria, its operational tempo
reportedly continues to decline in
Irag' The pledges of allegiance to
the group's new leader have now

WORLD: Islamic
State supporters
pledge allegiance
to new leader
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shown a stronger presence in Africa,
particularly in Maliand other areas of
the Sahel > Whilst it is highly unlikely
that terrorist actors across Africa

will pose a direct threat to the UK
mMainland at thistime, itislikely that
sections of the African continent will
provide an increasingly permissive
environment for terrorist groups

to conduct operational activity.

As such, thereis a realistic possibility
that continued expansion of Islamic-
related terrorism across Africa could
lead to a heightened threat to the
UK mainland in the long term and/
or attack(s) on British interests
overseas. Whilst it is currently unlikely
that terrorist actors in the UK would
have the intent to conduct terrorist
related activity on behalf of those

on the African continentin the

near future, the training of overseas
operatives, returning fighters, and
the exploitation of migrant networks
could facilitate the travel of malicious
actors into the UK
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